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DETAILED ACTION 

In a preliminary amendment filed on 09/27/05, claims 1-22 have been canceled and new 
claims 23-46 have been added. Claims 23-46 have been examined. 

Information Disclosure Statement 

The information disclosure statement (IDS) submitted on September 27, 2005 has been 
considered. The submission is in compliance with the provisions of 37 CFR 1.97. Form PTO- 
1449 is signed and attached hereto. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 23-46 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite 

for failing to particularly point out and distinctly claim the subject matter which applicant regards 

as the invention. 

Regarding claims 23 and 34, the phrase "to be potentially modified" renders the claim 
indefinite because, the term "to be potentially modified" is not defined by the claim, the 
specification does not provide a standard for ascertaining the requisite degree, and one of 
ordinary skill in the art would not be reasonably apprised of the scope of the invention. Claims 
24-33 and 35-46 depend form claims 23 and 34 and are rejected under the same rationale. 

Allowable Subject Matter 

Claims 23-46 would be allowable if rewritten to overcome the 35 U.S.C. 1 12 2 nd rejection 
indicated above. 
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The following is a statement of reasons for the indication of allowable subject matter: 
With respect to claim 23, the prior art on record does not teach, disclose, or fairly 
suggests, the combination of the claim limitations, "defining a mask alphabet comprising all or 
some of the elements in said random value space, the values in said random value space 
being numbers such that said mask alphabet comprises numbers; performing a numbering of 
said message alphabet by assigning to each symbol of said message alphabet, with no 
omission or repetition, a number between 0 and N-1 to provide a number for each of said 
symbols, N representing the number of elements in said message alphabet, such that each 
symbol of said message alphabet is uniquely associated with a number between 0 and N-1; 
assigning a permutation of said message alphabet to each element of said mask alphabet; 
acquiring a primary encryption key comprising a string of numbers; constructing said 
initialization key from all or part of said primary encryption key; initializing said pseudo-random 
generator using said initialization key; selecting a symbol from said information to be 
encrypted; encrypting said selected symbol if it is determined that said selected symbol 
belongs to said message alphabet and performing the following steps: reading the next value 
in said random sequence provided by said pseudo-random generator; repeating the 'step of 
reading the next value until the next value read is an element of said mask alphabet to provide 
a mask element; selecting permutation of said message alphabet assigned to said mask 
element; applying said selected permutation of said message alphabet to said selected 
symbol to provide a result; and replacing said selected symbol with said result of said selected 
permutation." Claims 24-33 depend from claim 23 and are allowable with the same reason 
thereto. 
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With respect to claim 34, the prior art on record does not teach, disclose or fairly suggest 
the combination of the claim limitations, "a pseudo-random generator for generating a random 
sequence of values or numbers to provide a random value space, a subset of said random 
value space forming a mask alphabet, said pseudo-random generator being initialized prior to 
utilization with an initialization key comprising a string of numbers, said initialization key 
determining said random sequence that will be provided by said pseudo-random generator; an 
input-output unit for handling communications among the system, said client computer and 
said network; and a processor for: acquiring a primary encryption key comprising a string of 
numbers and constructing said initialization key from all or part of said primary encryption key; 
determining whether a value belonging to said random value space belongs to said mask 
alphabet; reading successive values provided by said pseudo-random generator until an 
element belonging to said mask alphabet is obtained; determining which of said symbols of 
said information must be encrypted or decrypted, and which of said symbols of said information 
must be transmitted without being modified; associating a number with a symbol of said 
message alphabet; selecting a mask element from a given element of said the mask alphabet 
and a permutation of said message alphabet which is assigned to said mask element" Claims 
35-46 depend from claim 34 and are allowable with the same reason thereto. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to BEEMNET W. DADA whose telephone number is (571 )272-3847. The 
examiner can normally be reached on Monday - Friday (9:00 am - 5:30 pm). 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on (571 ) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 
would like assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Beemnet W Dada/ 

Primary Examiner, Art Unit 2435 

June 20, 2009 



